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Excerpt: . .. 7 RESEARCH AND DEVELOPMENT Mr. Chairman, the State Department plays a role in helping to
develop technology to counter threats to the critical infrastructure. My office co-chairs, with the Depart-ment of
Defense, the Technical Support Working Group ( TSWG ) which conducts the national, interagency combating
terrorism technology research and development program. Within the TSWG, an interagency working group on
Infrastructure Protec-tion, chaired by DOD and the FBI, focuses on meeting interagency requirements for
technology development in the areas of Cyber Security, Information Analysis, and Physical Protection. Other
Departments and Agencies represented on the Infrastruc-ture Protection Subgroup include the Departments of
Homeland Security, Energy, Defense, Justice, Agriculture, Commerce, Treasury, and Transportation, as well as
the Federal Emergency Management Agency, the Environmental Protection Agency, and the Nuclear
Regulatory Commission. The TSWGs Cyber Security projects focus on preventing mitigating threats to
computer networks vital to defense, transportation, and critical infrastructure. Our projects are aimed at
enhancing detection, prevention, response, and alert capabili-ties to counter cyber attacks and harden
computer systems. Our Information Anal-ysis projects focus on enabling analysis and understanding of the
information space. Specifically, we are working on technologies to enhance information storage, protec-tion,
and analysis. The TSWGs Physical Protection projects seek to develop stand-ardized methodologies and
decision aids for vulnerability analysis and enhanced protection of critical elements of the nations
infrastructure with particular empha-sis on meeting the needs of Supervisory Control and Data Acquisition (
SCADA ) users and systems. For FY 2004, the TSWG Program has allotted approximately 10M to fund r. . . This
item ships from La Vergne,TN. Paperback.
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